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E-Voting

In Switzerland, e-voting means voting online via the internet. The Confederation and the
cantons have been conducting trials with e-voting for more than 15 years as part of the
‘Vote électronique’ project. A significant number of voters have been able to cast their
ballots online in National Council elections and in popular votes on federal proposals. In
over 300 trials to date, a total of 15 cantons have allowed certain groups of citizens to vote
online. Up to two-thirds of voters in cantons where online voting is possible have chosen to
make use of the e-voting option.

The Confederation and cantons have followed the principle of ‘security before speed’. In
Switzerland, e-voting is only permitted if strict requirements under federal law are met. The
key security element is verifiability. Currently, systems with individual verifiability are being
used.

A completely verifiable system could be available starting from 2020.

Certification, the publication of the source code of the systems and the conduct of public
intrusion tests are required before systems with complete verifiability can be used.

Further information on e-voting is available on the German, French and Italian versions of
this website.

Media releases

27.06.2019

e-Voting: Federal Council to reframe trial phase and delay introduction as a regular voting channel
At its meeting on 26 June, the Federal Council decided to provisionally forgo introducing electronic
voting into regular operation. In the consultation on the planned amendment to the Political Rights
Act, the majority of respondents generally expressed support for e-voting, but considered its
introduction into regular operation to be premature. In addition, the Federal Council commissioned
the Federal Chancellery to amend the general conditions for future trials.
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Federal Chancellery to review e-voting.

The e-voting system operated by Swiss Post will not be available for the vote on 19 May. Following
the recent public intrusion test the Federal Chancellery will be reviewing the licensing and
certification procedures for e-voting systems.

12.03.2019

Release of source code leads to discovery of flaw in Swiss Post’s new e-voting_system

Researchers have uncovered a significant flaw in the new e-voting system of Swiss Post. The flaw
concerns the system offering universal verifiability, which is currently undergoing a public intrusion
test. It does not affect the system already being used in four cantons. The flaw does not allow the
system to be intruded. The Federal Chancellery has urged Swiss Post to take appropriate measures to
prevent such flaws.

07.02.2019

Public intrusion test for e-voting to take place in February and March

Swiss Post is making its future e-voting system available for a public intrusion test from 25 February
to 24 March. The e-voting system is the first Swiss system that can be fully verified. Interested hackers
from all over the world are welcome to attack the system. In doing so, they will contribute to
improving the system'’s security.

Secure e voting in Switzerland

Secure e-voting in Switzerland

The video of the Federal Chancellery explains how e-voting is made secure in Switzerland.

Trust in E-Voting by Oliver Spycher (2018)

Trust in E-Voting
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https://www.youtube.com/watch?v=1a48VQwezkY
https://www.youtube.com/channel/UCh4VTxoTL79TpMBg3yBqSPQ
https://www.youtube.com/watch?v=igA6U3BNKgQ
https://www.youtube.com/channel/UCY-Wb3JuBv_xpa8s6ZrpUxg
https://www.bk.admin.ch/bk/en/home/dokumentation/medienmitteilungen.msg-id-74508.html
https://www.bk.admin.ch/bk/en/home/dokumentation/medienmitteilungen.msg-id-74307.html
https://www.bk.admin.ch/bk/en/home/dokumentation/medienmitteilungen.msg-id-73898.html
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Presentation at the Swiss Cyber Storm Conference 2018

kS Slides "Trust in e-voting" (PDF, 1 MB, 07.02.2019),
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https://www.bk.admin.ch/dam/bk/en/bilder/pore/Trust-in-E-Voting_slides.pdf.download.pdf/Trust-in-E-Voting_slides.pdf

