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Error in the source code discovered and rectified

The public intrusion test ordered by the Confederation and the cantons on Swiss Post’s e-voting system and the
published source code has delivered its first valuable results. International IT experts found a critical error in the
source code relating to universal verifiability. The error in itself did not make it possible to infiltrate the e-
voting system. Swiss Post requested that its technology partner, Scytl, correct the error in the code immediately
and they have already done so. The modified source code will be applied with the next regular release.

12.03.2019

The public intrusion test ordered by the Confederation and the cantons on Swiss Post’s e-voting system has been running for well over two
weeks. More than 3,000 hackers from around the world are putting the system through its paces until 24 March. The system is one of the
newest generations with universal verifiability. In addition to the intrusion test, Swiss Post published the certified source code for its e-voting
system on 7 February. This was a legal requirement of the Confederation.

International IT experts found a critical gap in the source code and informed Swiss Post. The experts were able to demonstrate that the gap
could be used to manipulate votes without it being able to be proven. However, the error in itself did not make it possible to infiltrate the e-
voting system. To exploit the weak point the attacker had to override numerous protective measures. They needed control over Swiss Post’s
secured IT infrastructure, for example, as well as help from several insiders with specialist knowledge of Swiss Post or the cantons.

The error in the source code relates to universal verifiability. It was already identified in 2017. However, the correction was not made in full by
the technology partner Scytl, which is responsible for the source code. Swiss Post regrets this and has asked Scytl to make the correction in full
immediately, which they have done. The modified source code will be applied with the next regular release.

The e-voting system currently being used in the cantons of Thurgau, Neuchâtel, Fribourg and Basel-Stadt is not affected by this gap in the
source code. It exclusively affects the system with universal verifiability provided for the intrusion test, which has never been used for a real
vote.

Input from the hacker test incorporated into further development

E-voting systems need to withstand countless quality tests and simulated hacker attacks for them to be approved for real votes. Swiss Post
wants a secure e-voting system and is following all the requirements and conditions set out by the Confederation and the cantons. It will
incorporate the results of the hacker test and the analysis of the source code into the development of its e-voting system and put them to the
test. That is the very point of a public intrusion test. The results are evaluated, ordered by degree of severity and rectified in line with the risk
involved. Confirmed weaknesses will be published on the relevant platform promptly and in a transparent manner.

The central security mechanisms of Swiss Post’s e-voting system: individual and universal verifiability

In the case of individual verifiability, the voters receive verification codes on paper together with the voting documents. They have to
compare these with the codes displayed on the screen when voting. If they do not match, there is an irregularity. The voters can then vote
by mail or at the ballot box instead.

In the case of universal verifiability, the electoral authorities can check whether votes have been manipulated in the electronic ballot
when counting votes. Universal verifiability can be compared to recounting physical ballots.

More information:

swisspost.ch/pit
evoting-blog.ch
swisspost.ch/evoting-videos

Oliver Flüeler, 058 341 21 95, presse@swisspost.ch
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Technical solution of the error discovered and solution (PDF, 77.8 KB)
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