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he cybersecurity community is bracing for impact after a team of

researchers revealed on Sunday that critical vulnerabilities in the

encrypted email program PGP (Pretty Good Privacy) could be exploited to

expose secret messages in plain text.

Sebastian Schinzel, professor of computer security at Germany's Münster

University of Applied Sciences, alongside a team of eight researchers,

revealed on Twitter that there are currently no stable fixes for the issues and

said the service should not be used until a patch is released. The Electronic

Frontier Foundation (EFF), a digital liberties campaign group, released guides

on how to temporarily disable PGP plug-ins in three email clients.

"We'll publish critical vulnerabilities in PGP/GPG and S/MIME email

encryption on 2018-05-15 07:00 UTC. They might reveal the plaintext of

encrypted emails, including encrypted emails sent in the past," Schinzel

tweeted, sparking immediate concern from users.

"There are currently no reliable fixes for the vulnerability. If you use

PGP/GPG or S/MIME for very sensitive communication, you should disable it

in your email client for now," he added.

The Electronic Frontier Foundation (EFF), a digital liberties campaign group, released guides on how to
temporarily disable PGP plug-ins in three email clients.
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Snowden Clashes With Kremlin and Backs Telegram App

Netflix: Watch out for This New Password-Stealing Scam

Edward Snowden: Facebook Is a Surveillance Company

PGP, which is used to scramble the content of sensitive messages and

believed to be one of the most secure methods of protecting private email

communications, was once used by National Security Agency (NSA)

whistleblower Edward Snowden to contact journalists.

In its blog post, the EFF wrote: "A group of European security researchers

have released a warning about a set of vulnerabilities affecting users of PGP

and S/MIME.

The Electronic Frontier Foundation (EFF), a digital liberties campaign group, released guides on how to
temporarily disable PGP plug-ins in three email clients.
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"EFF has been in communication with the research team and can confirm

that these vulnerabilities pose an immediate risk to those using these tools

for email communication, including the potential exposure of the contents of

past messages. In order to reduce the short-term risk, we and the

researchers have agreed to warn the wider PGP user community in advance

of its full publication. Our advice, which mirrors that of the researchers, is to

immediately disable and/or uninstall tools that automatically decrypt PGP-

encrypted email."

The blog post concluded: "Until the flaws described in the paper are more

widely understood and fixed, users should arrange for the use of alternative

end-to-end secure channels, such as Signal, and temporarily stop sending

and especially reading PGP-encrypted email."

Reacting to the news, Matt Blaze, a cryptography expert at the University of

Pennsylvania, tweeted: "Our collective inability to design and deploy a

useable secure email system at scale is one of the most embarrassing

failures of the applied cryptography community."

Will the world be able to keep global
carbon dioxide emissions down once

the pandemic ends?

Daily global carbon dioxide emissions fell by 17 percent at peak of COVID-1…
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Edward Snowden speaks via video link during a news conference in New York City, U.S. September 14, 2016.

REUTERS/BRENDAN MCDERMID

https://twitter.com/mattblaze/status/995916845738811392
https://1worldonline.com/insight.html#!/96424/414ca465-64ed-4713-81d6-53334bd3c4c8/en
https://www.newsweek.com/daily-global-carbon-dioxide-emissions-fell-17-percent-peak-covid-19-confinement-april-1505117


21/05/2020 PGP: Encryption Program Used by Edward Snowden 'Can Leak Secret Messages'

https://www.newsweek.com/pgp-encrypted-email-service-used-edward-snowden-can-leak-secret-emails-expert-923723 5/13

REQUEST REPRINT & LICENSING , SUBMIT CORRECTION  OR VIEW EDITORIAL GUIDELINES

Popular in the Community

THE DEBATE

Capitalism Creates Social Justice
BY DINESH D'SOUZA

The Time Is Ripe for More Socialism
BY NATHAN ROBINSON

OPINION

No Matter How Dire the Coronavirus Threat, Fear Is Not the Way Out
BY ZACHARY KARABELL

All Eyes Should Be on Hong Kong
BY KYLE BASS

VS

https://newsweeklicensing.com/
https://www.newsweek.com/editorial-guidelines
https://www.newsweek.com/the-debate
https://www.newsweek.com/capitalism-creates-social-justice-opinion-1505465
https://www.newsweek.com/time-ripe-more-socialism-opinion-1505473
https://www.newsweek.com/opinion
https://www.newsweek.com/no-matter-how-dire-coronavirus-threat-fear-not-way-out-opinion-1505278
https://www.newsweek.com/all-eyes-should-hong-kong-opinion-1504966
https://www.newsweek.com/no-matter-how-dire-coronavirus-threat-fear-not-way-out-opinion-1505278
https://www.newsweek.com/all-eyes-should-hong-kong-opinion-1504966
https://www.newsweek.com/capitalism-creates-social-justice-opinion-1505465
https://www.newsweek.com/time-ripe-more-socialism-opinion-1505473


21/05/2020 PGP: Encryption Program Used by Edward Snowden 'Can Leak Secret Messages'

https://www.newsweek.com/pgp-encrypted-email-service-used-edward-snowden-can-leak-secret-emails-expert-923723 6/13

START YOUR DAY WITH OUR
TOP 5 ARTICLES

Email address

Trump Will Drive High Voter Turnout in 2020—If States Can Get It Together
BY MICHAEL MCDONALD

As Utility Bills Rise, States Should Scrap Costly, Crony Energy Schemes
BY STEPHEN MOORE

Coronavirus Lockdowns Are Increasingly Unpopular
BY SCOTT RASMUSSEN

Broad Lockdowns Are No Longer Constitutionally Justified
BY ILYA SHAPIRO

MORE IN TECH & SCIENCE

https://www.newsweek.com/trump-will-drive-extraordinary-voter-turnout-2020if-states-can-get-it-together-opinion-1505280
https://www.newsweek.com/utility-bills-rise-states-should-scrap-costly-crony-energy-schemes-opinion-1505522
https://www.newsweek.com/coronavirus-lockdowns-are-increasingly-unpopular-opinion-1505239
https://www.newsweek.com/broad-lockdowns-are-no-longer-constitutionally-justified-opinion-1505215
https://www.newsweek.com/trump-will-drive-extraordinary-voter-turnout-2020if-states-can-get-it-together-opinion-1505280
https://www.newsweek.com/utility-bills-rise-states-should-scrap-costly-crony-energy-schemes-opinion-1505522
https://www.newsweek.com/coronavirus-lockdowns-are-increasingly-unpopular-opinion-1505239
https://www.newsweek.com/broad-lockdowns-are-no-longer-constitutionally-justified-opinion-1505215
https://www.newsweek.com/nasa-astronauts-iss-historic-spacex-mission-1505637
https://www.newsweek.com/nasa-astronauts-iss-historic-spacex-mission-1505637


21/05/2020 PGP: Encryption Program Used by Edward Snowden 'Can Leak Secret Messages'

https://www.newsweek.com/pgp-encrypted-email-service-used-edward-snowden-can-leak-secret-emails-expert-923723 7/13

Who Are the NASA Astronauts Flying to ISS on Historic SpaceX Mission?

Huawei GT 2e Smartwatch Review—Health Tracker that Won't Run Out of Juice

'Green Snow' May Blanket Antarctic Coast As Global Temperatures Increase

https://www.newsweek.com/nasa-astronauts-iss-historic-spacex-mission-1505637
https://www.newsweek.com/huawei-gt2e-review-impressions-smartwatch-fitness-health-tracker-1505386
https://www.newsweek.com/huawei-gt2e-review-impressions-smartwatch-fitness-health-tracker-1505386
https://www.newsweek.com/green-snow-algae-antarctica-1505458
https://www.newsweek.com/green-snow-algae-antarctica-1505458


21/05/2020 PGP: Encryption Program Used by Edward Snowden 'Can Leak Secret Messages'

https://www.newsweek.com/pgp-encrypted-email-service-used-edward-snowden-can-leak-secret-emails-expert-923723 8/13

Penguins Feces Emits so Much N2O Scientists Studying Them Went 'Cuckoo'

Megaraptor That Lived Just Before Dinosaurs Went Extinct Discovered

https://www.newsweek.com/penguin-feces-laughing-gas-scientists-1505392
https://www.newsweek.com/penguin-feces-laughing-gas-scientists-1505392
https://www.newsweek.com/enormous-megaraptor-that-lived-just-before-dinosaurs-went-extinct-discovered-argentina-1505369
https://www.newsweek.com/enormous-megaraptor-that-lived-just-before-dinosaurs-went-extinct-discovered-argentina-1505369


21/05/2020 PGP: Encryption Program Used by Edward Snowden 'Can Leak Secret Messages'

https://www.newsweek.com/pgp-encrypted-email-service-used-edward-snowden-can-leak-secret-emails-expert-923723 9/13

NASA Head of Human Spaceflight Resigns Days Before Historic Manned Mission

LATEST NEWS

CBP Officers Seize 3,000 Pounds of Marijuana in Broccoli Shipment

What Recent Polls Are Saying About the 2020 Presidential Election

Federal Criminal Referrals Saw Major Drop in March Amid COVID-19

'Blood & Water' on Netflix Ending Explained: What Happened at the End?

Kendall Jenner to Pay $90,000 to Settle Fyre Festival Lawsuit

Pelosi Accuses GOP of 'Political Retribution' by Rejecting HEROES Act

FedEx Says It Did Not Fire Workers Who Posted Video of Racist Customer

EDITOR'S PICK

https://www.newsweek.com/nasa-douglas-loverro-resigns-week-before-manned-spacex-iss-mission-1505311
https://www.newsweek.com/nasa-douglas-loverro-resigns-week-before-manned-spacex-iss-mission-1505311
https://www.newsweek.com/cbp-seize-marijuana-broccoli-shipment-1505635
https://www.newsweek.com/what-latest-polls-say-about-joe-biden-vs-donald-trump-2020-election-1505533
https://www.newsweek.com/ice-cbp-criminal-referrals-saw-major-drop-march-following-coronavirus-outbreak-1505639
https://www.newsweek.com/blood-water-ending-explained-netflix-what-happened-end-episode-6-season-2-1505630
https://www.newsweek.com/kendall-jenner-pay-90000-fyre-festival-lawsuit-1505624
https://www.newsweek.com/nancy-pelosi-heroes-act-trump-republicans-1505628
https://www.newsweek.com/fedex-drivers-fired-racist-customer-video-boycott-1505619


21/05/2020 PGP: Encryption Program Used by Edward Snowden 'Can Leak Secret Messages'

https://www.newsweek.com/pgp-encrypted-email-service-used-edward-snowden-can-leak-secret-emails-expert-923723 10/13

HEALTH

Scientists looked at tissue samples from over 300 people aged four to 60 years old.

Older People's Noses May Make Them More Vulnerable to Catching Coronavirus

WORLD

https://www.newsweek.com/older-people-noses-may-make-them-more-vulnerable-coronavirus-1505600
https://www.newsweek.com/health
https://www.newsweek.com/older-people-noses-may-make-them-more-vulnerable-coronavirus-1505600
https://www.newsweek.com/covid-19-homelessness-1505192
https://www.newsweek.com/world
https://www.newsweek.com/covid-19-homelessness-1505192


21/05/2020 PGP: Encryption Program Used by Edward Snowden 'Can Leak Secret Messages'

https://www.newsweek.com/pgp-encrypted-email-service-used-edward-snowden-can-leak-secret-emails-expert-923723 11/13

Richard Marshall fears that for many homeless people like him, the end of the lockdown will mean living back on the
streets.

"COVID-19 Gave me a Second Chance, Otherwise I'd Still Live on the Streets"

U.S.

The lack of a bipartisan deal between the political adversaries over who should lead a panel to oversee pandemic relief
has the potential to delay and even hamstring its oversight efforts.

Oversight of COVID-19 Aid at Risk as Pelosi, McConnell Fight Over a Leader

https://www.newsweek.com/covid-19-homelessness-1505192
https://www.newsweek.com/oversight-500-billion-coronavirus-aid-risk-pelosi-mcconnell-fight-over-leader-1505435
https://www.newsweek.com/us
https://www.newsweek.com/oversight-500-billion-coronavirus-aid-risk-pelosi-mcconnell-fight-over-leader-1505435


21/05/2020 PGP: Encryption Program Used by Edward Snowden 'Can Leak Secret Messages'

https://www.newsweek.com/pgp-encrypted-email-service-used-edward-snowden-can-leak-secret-emails-expert-923723 12/13

NEWS

Clare Waight Keller designed Meghan Markle's dazzling Givenchy dress and let slip to fans her insider's account of the
royal family's small talk at the royal wedding photo shoot.

Meghan Markle's Wedding Dress Designer Reveals 'Extraordinary' Inside Story

CHOOSE YOUR SUBSCRIPTION

Newsweek magazine delivered to your door
Unlimited access to Newsweek.com
Ad free Newsweek.com experience
iOS and Android app access
Personalized daily newsletter

PREMIUM

SUBSCRIBE

Unlimited access to Newsweek.com
Ad free Newsweek.com experience

DIGITAL+

https://www.newsweek.com/meghan-markle-wedding-dress-designer-inside-story-extraordinary-day-royals-1505602
https://www.newsweek.com/news
https://www.newsweek.com/meghan-markle-wedding-dress-designer-inside-story-extraordinary-day-royals-1505602


21/05/2020 PGP: Encryption Program Used by Edward Snowden 'Can Leak Secret Messages'

https://www.newsweek.com/pgp-encrypted-email-service-used-edward-snowden-can-leak-secret-emails-expert-923723 13/13

iOS and Android app access
Personalized daily newsletter

GET YOUR FREE TRIAL

NEWSLETER

See why nearly a quarter of a million subscribers begin their day with the Starting 5.

Email address

THE STARTING 5

© 2020 NEWSWEEK

    

Editions: U.S. Edition 日本 Pakistan Polska România

About Us Corrections Contact Us Editorial Guidelines Advertise Copyright

Terms & Conditions Privacy Policy Cookie Policy Terms of Sale Archive Announcements

Consent preferences

https://www.newsweek.com/
https://www.facebook.com/Newsweek
https://twitter.com/Newsweek
https://instagram.com/newsweek/
https://newsweekscience.tumblr.com/
https://www.linkedin.com/company/newsweek
https://www.newsweek.com/
https://www.newsweekjapan.jp/
http://newsweekpakistan.com/
https://www.newsweek.pl/
https://newsweek.ro/
https://www.newsweek.com/about-newsweek
https://www.newsweek.com/corrections
https://www.newsweek.com/contact
https://www.newsweek.com/editorial-guidelines
https://www.newsweek.com/advertise
https://www.newsweek.com/copyright
https://www.newsweek.com/terms-service
https://www.newsweek.com/privacy-policy
https://www.newsweek.com/cookie-policy
https://www.newsweek.com/terms-sale
https://www.newsweek.com/archive
https://www.newsweek.com/announcements
javascript:Didomi.preferences.show()

