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GnuPG Flaw in Encryption Tools Lets Attackers Spoof
Anyone's Signature
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A security researcher has discovered a critical vulnerability in some of the world's most
popular and widely used email encryption clients that use OpenPGP standard and rely on
GnuPG for encrypting and digitally signing messages.
The disclosure comes almost a month after researchers revealed a series of flaws, dubbed
eFail, in PGP and S/Mime encryption tools that could allow attackers to reveal encrypted
emails in plaintext, affecting a variety of email programs, including Thunderbird, Apple Mail,
and Outlook.

Software developer Marcus Brinkmann discovered that an input sanitization vulnerability,
which he dubbed SigSpoof, makes it possible for attackers to fake digital signatures with
someone's public key or key ID, without requiring any of the private or public keys involved.

The vulnerability, tracked as CVE-2018-12020, affects popular email applications including
GnuPG, Enigmail, GPGTools and python-gnupg, and have now been patched in their latest
available software updates.
As explained by the researcher, the OpenPGP protocol allows to include the "filename"
parameter of the original input file into the signed or encrypted messages, combining it with
the GnuPG status messages (including signature information) in a single data pipe (literal
data packets) by adding a predefined keyword to separate them.

"These status messages are parsed by programs to get information from gpg about the validity
of a signature and other parameters," GnuPG maintainer Werner Koch said in an advisory
published today.
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During the decryption of the message at recipient's end, the client application splits up the
information using that keyword and displays the message with a valid signature, if the user
has the verbose option enabled in their gpg.conf file.

However, the researcher finds that the included file name, which can be up to 255
characters, does not properly get sanitized by the affected tools, potentially allowing an
attacker to "include line feeds or other control characters in it."
Brinkmann demonstrates how this loophole can be used to inject arbitrary (fake) GnuPG
status messages into the application parser in an attempt to spoof signature verification
and message decryption results.

"The attack is very powerful, and the message does not even need to be encrypted at all. A
single literal data (aka 'plaintext') packet is a perfectly valid OpenPGP message, and already
contains the 'name of the encrypted file' used in the attack, even though there is no
encryption," Brinkmann says.

The researcher also believes that the flaw has the potential to affect "a large part of our
core infrastructure" that went well beyond encrypted email, since "GnuPG is not only used
for email security but also to secure backups, software updates in distributions, and source
code in version control systems like Git."
Brinkmann also shared three proofs-of-concept showing how signatures can be spoofed in
Enigmail and GPGTools, how the signature and encryption can be spoofed in Enigmail, as
well as how a signature can be spoofed on the command line.

Since maintainers of three popular email clients have patched the issue, users are advised
to upgrade their software to the latest versions.

If you are a developer, you are recommended to add --no-verbose" to all invocations of
GPG and upgrade to python-gnupg 0.4.3.
Applications using GPGME as the crypto engine are safe. Also, GnuPG with --status-fd
compilation flag set and --verbose flag not set are safe.
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