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ISO vulnerability disclosure standard now
free

By Juha Saarinen (/author/juha-saarinen-224495) on Apr 18, 2016 6:23AM

Guide for how to handle [ s S L
vulnerability reports. s = |

An International Standards Organisation and ¢t -

i - Vendor =0 Y opo-omoeo-o-
International Electrotechnical Commission § ey
| Coordmalor e
document that helps organisations handle ot : I
responsible vulnerability disclosures is now ! |3QLLEC29—’1—4-DAﬂne1=!rbrh Jvmﬁorm'a'fr‘b'ﬁf o
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free to access.

The ISO/IEC 29147 document sets out how hardware and
software vendors, and other organisations that provide
applications such as financial institutions and governments, can
integrate vulnerability disclosure management into their normal
business processes.

Until this weekend, ISO charged
(http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?

standards document.

Last week, the global standards organisation approved a request
from Luta Security researcher Kate Moussouris and Art Manion
of the US CERT Coordination Centre (CERT/CC) to offer ISO/IEC

29147 at no cost.
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The two have worked as co-editors of the standard since after

vulnerability-disclosure-standard-

the free version was published, and have helped edit it since

now-free-
around 2008. -
418253%3Futm source%3Dmobi

First proposed in 2005, and published in final form last
February, the ISO standard is aimed at advising organisations on
how to respond to security vulnerability reports.

This includes how to receive vulnerability reports from
researchers, and how to process them so as to potentially create
fixes for the flaws.

If a fix or remediation for the vulnerability is created, the
standard also guides organisations on how to communicate it to
affected customers.

"Inappropriate disclosure of a vulnerability could not only delay
the deployment of the vulnerability resolution, but also give
attackers hints to exploit it," the standards paper states.

ISO/IEC 29147 interfaces with the ISO/IEC 3011 vulnerability
handling process standard. The latter provides guidelines on
how to process and resolve potential vulnerability information.

The ISO/IEC 29147 document can be downloaded as a ZIP archive
(http://standards.iso.org/ittf/PubliclyAvailableStandards/c045170_ISO_IEC_ 29147 2014.7ip)
with a PDF file.

Got a news tip for our journalists? Share it with us anonymously here (/feedback/?id=418253&type=newstip).
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