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ImageShack hacked in oddball security protest

Anti-Sec in erratic war declaration on full disclosure

A John Leyden Mon 13 Jul 2009 // 11:16 UTC

A hacking group has broken into one of the biggest image hosting websites on the net
before uploading its manifesto.

"Anti-Sec" broke into ImageShack to post a protest over sites that publish full disclosure
material on security vulnerabilities, though how the attack furthers this agenda is unclear.
The group, which also attacked the websites of astalavista.com last month, pledged to
cause further "mayhem and destruction" against supporters of full disclosure, which it

argues benefits security firms and cybercrooks at the expense of the wider community.

Ironically, exploit code associated with Anti-Sec's latest attack was posted on a full

disclosure mailing list.

Anti-Sec’s proposed program of action calls for "eliminating the security industry in its
present form". Security blogs or exploit-related websites who support full-disclosure were
warned to brace themselves for attack.

Security firms were quick to pick apart the group's arguments. Rik Ferguson, a security
consultant at Trend Micro, said the group fails to acknowledge that full disclosure allows
security organisations to "mitigate against attacks before they are exploited in the wild". It
also ignores the point that cybercrooks often profit from undisclosed vulnerabilities.

Ferguson compares the group to the "wacky end of the survivalist movement... heading for
the hills with their tins of beans and their AK-47s (and now SQLIi [SQL injection - a common

website exploit technique])."
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Security More like these

Microsoft ain't the only one squashing exploited-in-the-wild bugs this month

PATCH TUESDAY Plus there's a PoC for this unpatched Cisco bug
PATCHES 24 days | 112
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Godfather malware makes banking apps an offer they can’t refuse

No horse heads in beds...that we know of

SECURITY 15 days | 7
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Why hybrid data storage needs a single managed console
Help administering disparate data assets stored across cloud and non-cloud environments
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Educator gets an F for security
SECURITY 17 days |72

Swatting suspects charged with subverting Ring doorbell cams and calling cops

Heavily armed US police turning up on the doorstep is no laughing matter
SECURITY 17 days | 34 2

Being one of the 1% sucks if you're a Rackspace user

Nearly three weeks and no email for customers
SECURITY 16 days | 49 (2

Google debuts OSV-Scanner — a Go tool for finding security holes in open source

Witness the awesome power of this somewhat operational bug-buster
DEVOPS 22days |7

Parental control apps prove easy to beat by kids and crims

20m downloads can't be wrong? Or can they?
SECURITY 16 days |19 (2

NIST says you better dump weak SHA-1 ... by 2030

How about right now? Right now is good
SECURITY 21 days | 312

Eurozone plans to formalize passenger data, improve security

Central hub will make things smoother and safer but not store details
SECURITY 17 days | 25 2
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