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We are happy to announce the release of the CERTA® Guide to Coordinated
Vulnerability Disclosure (CVD). The guide provides an introduction to the key
concepts, principles, and roles necessary to establish a successful CVD process. It
also provides insights into how CVD can go awry and how to respond when it does
so.

As a process, CVD is intended to minimize adversary advantage while an information
security vulnerability is being mitigated. And it is important to recognize that CVD is
a process, not an event. Releasing a patch or publishing a document are important
events within the process, but do not define it.

CVD participants can be thought of as repeatedly asking these questions: What
actions should | take in response to knowledge of this vulnerability in this product?
Who else needs to know what, and when do they need to know it? The CVD process
for a vulnerability ends when the answers to these questions are nothing, and no
one.

If we have learned anything in nearly three decades of coordinating vulnerability
reports at the CERT/CC, it is that there is no single right answer to many of the
questions and controversies surrounding the disclosure of information about
software and system vulnerabilities. The CERT Guide to CVD is a summary of what
we know about a complex social process that surrounds humans trying to make the
software and systems they use more secure. It's about what to do (and what not to)
when you find a vulnerability, or when you find out about a vulnerability. It's written
for vulnerability analysts, security researchers, developers, and deployers; it's for
both technical staff and their management alike. While we discuss a variety of roles
that play a part in the process, we intentionally chose not to focus on any one role;
instead we wrote for any party that might find itself engaged in coordinating a
vulnerability disclosure.

In a sense, this report is a travel guide for what might seem a foreign territory.
Maybe you've passed through once or twice. Maybe you've only heard about the bad
parts. You may be uncertain of what to do next, nervous about making a mistake, or
even fearful of what might befall you. If you count yourself as one of those
individuals, we want to reassure you that you are not alone; you are not the first to
experience events like these or even your reaction to them. We're locals. We've been
doing this for a while. Here's what we know.

Careers



Abstract

Security vulnerabilities remain a problem for vendors and deployers of software-based
systems alike. Vendors play a key role by providing fixes for vulnerabilities, but they have
no monopoly on the ability to discover vulnerabilities in their products and services.
Knowledge of those vulnerabilities can increase adversarial advantage if deployers are
left without recourse to remediate the risks they pose. Coordinated Vulnerability
Disclosure (CVD) is the process of gathering information from vulnerability finders,
coordinating the sharing of that information between relevant stakeholders, and
disclosing the existence of software vulnerabilities and their mitigations to various
stakeholders including the public. The CERT Coordination Center has been coordinating
the disclosure of software vulnerabilities since its inception in 1988. This document is
intended to serve as a guide to those who want to initiate, develop, or improve their own
CVD capability. In it, the reader will find an overview of key principles underlying the CVD
process, a survey of CVD stakeholders and their roles, and a description of CVD process
phases, as well as advice concerning operational considerations and problems that may
arise in the provision of CVD and related services.

The CERTA® Guide to Coordinated Vulnerability Disclosure is available in the SEI
Digital Library.
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