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ABOUT US

THE SCOWCROFT CENTER FOR STRATEGY AND SECURITY works to develop 
sustainable, nonpartisan strategies to address the most important security 
challenges facing the United States and the world. The Center honors General 
Brent Scowcroft’s legacy of service and embodies his ethos of nonpartisan 
commitment to the cause of security, support for US leadership in cooperation 
with allies and partners, and dedication to the mentorship of the next generation 
of leaders.

THE ATLANTIC COUNCIL’S CYBER STATECRAFT INITIATIVE is housed within 
the Scowcroft Center for Strategy and Security. The focus of the Initiative is 
to: (1) examine the nexus of geopolitics and national security with cyberspace; 
(2) continue to build out the new field of cyber safety in the Internet of Things; 
and (3) help build the next generation of cybersecurity and cyberspace policy 
professionals. Throughout all of its work, the Initiative focuses relentlessly on 
providing practical, innovative, and relevant solutions to challenges in cyberspace. 
The Initiative brings together a diverse network of respected experts, bridging 
the gap between the technical and policy communities.

THE INITIATIVE IS ENGAGED IN THIS PROJECT out of its commitment to 
convening technologists and policymakers to develop actionable and technically 
literate policy solutions to secure the future together. Coordinated Vulnerability 
Disclosure (CVD) is an accepted cybersecurity best practice in mitigating cyber 
threats by enlisting the support of outside actors and security researchers in 
reporting software or application vulnerabilities. Despite its resounding success, 
CVD still faces many challenges. With this comic, we hope to promote better 
understanding of CVD practices among policymakers and business leaders, as 
well as the misperception of CVD as a catch-all solution for cybersecurity threats.
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A LITTLE ON COORDINATED VULNERABILITY DISCLOSURE PROGRAMS

With our modern-day reliance on digital technology, software and system 
vulnerabilities have become increasingly hard to avoid. Left unchecked, 
malicious actors can exploit them to compromise systems and damage public 
trust. Thoroughly eliminating all these vulnerabilities can be a challenge, but CVD 
programs allow governments and private companies to mitigate them alongside 
independent security researchers, working together to create a more secure 
digital ecosystem.

Through a CVD program, members of the security research community can 
contact organizations and vendors about vulnerabilities that they find in their 
products, systems, and configurations, giving them time to deploy a fix before 
those vulnerabilities become public knowledge. When instituted and followed, a 
CVD program allows companies to manage the process of disclosure and handling 
of vulnerabilities in a controlled fashion by working with security researchers to 
coordinate a set of common terms and a timeline. This way, companies can avoid 
surprises while keeping their customers and systems safe. 

Unlike bug bounty programs, CVD programs do not always involve paying 
security researchers, many of whom are just looking to mitigate vulnerabilities 
of systems or software or hoping to be recognized for their work. Nonetheless, it 
is still possible (but not necessary) to establish a CVD program by working with 
outside entities that help coordinate vulnerability reports.

Cyber insecurity affects every aspect of our lives, from how we work to how we 
travel or how we vote. Grappling with those issues can be overwhelming at times, 
but CVD empowers us to tackle them together. Remember—we are all on the 
same side against cyber insecurity. You are not alone.
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SOME MOTIVATIONS OF HACKERS1

PROTECT – make the world a safer place. These researchers are drawn to 
problems where they feel they can make a difference.

PUZZLE – tinker out of curiosity. This type of researcher is typically a hobbyist 
and is driven to understand how things work.

PRESTIGE – seek pride and notability. These researchers often want to be the 
best, or very well known for their work.

PROFIT – to earn money. These researchers trade on their skills as a primary or 
secondary income.

PROTEST/PATRIOTISM – ideological and principled. These researchers, 
whether patriots or protestors, strongly support or oppose causes.

SOME FACTS ABOUT CVD

FACT #1: There is no “one size fits all” CVD policy—it is up to companies to 
design their own program. That flexibility means that anyone can adopt CVD, 
big or small, website- or product-focused.

FACT #2: CVD isn’t a magical cure-all. Being aware of software flaws allows 
your operations team to anticipate potential breaches, but fixing them in a 
timely fashion is still critical. 

FACT #3: Not all CVD programs involve bug bounties. Ethical hackers often 
aren’t in it for the money—they’re there to protect cyber safety and the 
common good.

FIND OUT MORE ABOUT CVD HERE:

Angela Simpson, “Improving Cybersecurity Through Enhanced Vulnerability 
Disclosure,” National Telecommunications and Information Administration, 
December 15, 2016, https://www.ntia.doc.gov/blog/2016/improving-
cybersecurity-through-enhanced-vulnerability-disclosure.

Allen D. Householder, Garret Wasserman, Art Manion, and Chris King, “The CERT 
Guide to Coordinated Vulnerability Disclosure,” Carnegie Mellon University 
Software Engineering Institute, August 2017, https://insights.sei.cmu.edu/
cert/2017/08/the-cert-guide-to-coordinated-vulnerability-disclosure.html.

1 “5 Motivations of Security Researchers,” I Am the Cavalry, retrieved September 10, 2018,  
https://www.iamthecavalry.org/motivations.
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